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Data Networking Role, Components, 

and Challenges
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Network Architecture - Reliable Networks

 There are four basic characteristics that the underlying architectures need to 

address in order to meet user expectations:

 Fault Tolerance

 Scalability

 Quality of Service (QoS)

 Security 
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Fault Tolerance

 Packet switching helps 

improve the resiliency 

and fault tolerance of the 

Internet architecture
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Scalability

 Characteristics of the 

Internet that help it 

scale to meet user 

demand

 Hierarchical

 Common standards

 Common protocols
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Tier 1

Tier 2
Tier 3



Quality of Services (QoS)

 Networks also need mechanisms to 

manage congested network traffic. 

 Network bandwidth is the measure of the 

data carrying capacity of the network. In 

other words, how much information can 

be transmitted within a specific amount of 

time? Network bandwidth is measured in 

the number of bits that can be transmitted 

in a single second, or bits per second 

(bps). 

 When simultaneous communications are 

attempted across the network, the 

demand for network bandwidth can 

exceed its availability, creating network 

congestion. 19



Security

 There are two types of network security concerns that 

must be addressed: network infrastructure security

and information security.

 Basic measures to secure data 

networks

 Ensure confidentiality through use of

 User authentication

 Data encryption

 Maintain communication integrity 

through use of

 Digital signatures

 Ensure availability through use of

 Firewalls

 Redundant network architecture

 Network and hardware without a 

single point of failure
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 No single solution can protect the network from the variety of threats that exist. For this reason, security 

should be implemented in multiple layers, using more than one security solution. If one security component 

fails to identify and protect the network, others still stand.

 Network security components for a home or small office network should include, at a minimum:

 Antivirus and antispyware - to protect user devices from malicious software

 Firewall filtering - to block unauthorized access to the network. This may include a host-based firewall 

system that is implemented to prevent unauthorized access to the host device, or a basic filtering service 

on the home router to prevent unauthorized access from the outside world into the network.

 In addition to the above, larger networks and corporate networks often have other security requirements:

 Dedicated firewall systems - to provide more advanced firewall capability that can filter large amounts of 

traffic with more granularity

 Access control lists (ACL) - to further filter access and traffic forwarding

 Intrusion prevention systems (IPS) - to identify fast-spreading threats, such as zero-day or zero-hour 

attacks

 Virtual private networks (VPN) - to provide secure access to remote workers
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Firewall
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Data Networking Role, Components, and Challenges

 The role of converged 

networks in 

communications

 Converged network

 A type of network 

that can carry 

voice, video & data 

over the same 

network
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Communicating 

Over The 

Networks
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Model Komunikasi
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Komunikasi Data
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Jaringan Komunikasi Data
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Types of Networks
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Local Area Network (LAN)

 Local Area Networks (LANs) are a 

network infrastructure that spans a small 

geographical area. Specific features of 

LANs include:

 LANs interconnect end devices in a 

limited area such as a home, school, 

office building, or campus.

 A LAN is usually administered by a 

single organization or individual. The 

administrative control that governs the 

security and access control policies are 

enforced on the network level.

 LANs provide high speed bandwidth to 

internal end devices and intermediary 

devices.
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Metropolitan Area Network (MAN)

 Metropolitan Area Network (MAN) -

A network infrastructure that spans a physical 

area larger than a LAN but smaller than a 

WAN (e.g., a city). MANs are typically 

operated by a single entity such as a large 

organization.
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Wide Area Network (WAN)

 Wide Area Networks (WANs) are a 

network infrastructure that spans a 

wide geographical area. WANs are 

typically managed by service providers 

(SP) or Internet Service Providers 

(ISP).

 Specific features of WANs include:

 WANs interconnect LANs over wide 

geographical areas such as between 

cities, states, provinces, countries, or 

continents.

 WANs are usually administered by 

multiple service providers.

 WANs typically provide slower speed 

links between LANs.
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Internet
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 The Internet is a worldwide collection 

of interconnected networks 

(internetworks or internet for short), 

cooperating with each other to 

exchange information using common 

standards. Through telephone wires, 

fiber optic cables, wireless 

transmissions, and satellite links, 

Internet users can exchange 

information in a variety of forms.



Switching



 Permasalahan yang timbul jika jaringan memiliki banyak perangkat:

 Boros

 semakin banyak perangkat akan makin banyak dan makin 

panjang link  tidak efisien dalam cost

 Mayoritas link akan idle dalam suatu waktu

 Solusi: SWITCHING

34



Switched Network

 Sebuah jaringan switching (Switched Network) akan terdiri dari  satu set  node interlink  

yang disebut switch. 

 Switch merupakan  perangkat yang mampu menciptakan  koneksi sementara (temporary 

connection) antara 2 atau lebih perangkat yang terhubung ke switch. 
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Taxonomy Jaringan Switching
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Message Switching
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Cara Kerja Message Switching
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Circuit Switching
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Delay in a Circuit-switched Network
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Packet Switching
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Datagram Packet Switching
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Delay in a Datagram Network
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Virtual Circuit Packet Switching
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Delay in a Virtual-circuit Networks
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Datagram vs Virtual Circuit

46



Comparison between Datagram and 

Virtual Circuit
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Issue Datagram Virtual Circuit

Circuit Setup Not needed Required

Addressing
Each packet contains the full source 

and destination address

Each packet contains a short VC 

number

State information
Routers do not hold state 

information about connections

Each VC require router table space 

per connection

Routing
Each packet is routed 

independently

Route chosen when VC is set up; all 

packets follow it

Effect of router 

failures

None, except for packet lost during 

the crash

All VCs that passed through the 

failed router are terminatd

Quality of Service Difficult
Easy if enough resource can be 

allocated for each VC

Congestion 

control
Difficult

Easy if enough resource can be 

allocated for each VC



Happy Learning….


